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QUESTION 1

An investigator is analyzing an attack in which malicious files were loaded on the network and were undetected. Several
of the images received during the attack include repetitive patterns. Which anti-forensic technique was used? 

A. spoofing 

B. obfuscation 

C. tunneling 

D. steganography 

Correct Answer: D 

Reference: https://doi.org/10.5120/1398-1887 https://www.carbonblack.com/blog/steganography-in-the-modern-attack-
landscape/ 

 

QUESTION 2

Refer to the exhibit. An engineer is analyzing a TCP stream in a Wireshark after a suspicious email with a URL. What
should be determined about the SMB traffic from this stream? 

A. It is redirecting to a malicious phishing website, 
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B. It is exploiting redirect vulnerability C. It is requesting authentication on the user site. 

D. It is sharing access to files and printers. 

Correct Answer: B 

 

QUESTION 3

What is the goal of an incident response plan? 

A. to identify critical systems and resources in an organization 

B. to ensure systems are in place to prevent an attack 

C. to determine security weaknesses and recommend solutions 

D. to contain an attack and prevent it from spreading 

Correct Answer: D 

Reference: https://www.forcepoint.com/cyber-edu/incident-response 

 

QUESTION 4

A security team received an alert of suspicious activity on a user\\'s Internet browser. The user\\'s anti-virus software
indicated that the file attempted to create a fake recycle bin folder and connect to an external IP address. Which two
actions should be taken by the security analyst with the executable file for further analysis? (Choose two.) 

A. Evaluate the process activity in Cisco Umbrella. 

B. Analyze the TCP/IP Streams in Cisco Secure Malware Analytics (Threat Grid). 

C. Evaluate the behavioral indicators in Cisco Secure Malware Analytics (Threat Grid). 

D. Analyze the Magic File type in Cisco Umbrella. 

E. Network Exit Localization in Cisco Secure Malware Analytics (Threat Grid). 

Correct Answer: BC 

 

QUESTION 5

DRAG DROP 

Drag and drop the capabilities on the left onto the Cisco security solutions on the right. 

Select and Place: 
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Correct Answer:  

 

QUESTION 6

Refer to the exhibit. Which encoding technique is represented by this HEX string? 

A. Unicode 

B. Binary 

C. Base64 

D. Charcode 

Correct Answer: B 
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Reference: https://www.suse.com/c/making-sense-hexdump/ 

 

QUESTION 7

Refer to the exhibit. Which determination should be made by a security analyst? 

A. An email was sent with an attachment named "Grades.doc.exe". 

B. An email was sent with an attachment named "Grades.doc". 

C. An email was sent with an attachment named "Final Report.doc". 

D. An email was sent with an attachment named "Final Report.doc.exe". 

Correct Answer: D 

 

QUESTION 8

A security team receives reports of multiple files causing suspicious activity on users\\' workstations. The file attempted
to access highly confidential information in a centralized file server. Which two actions should be taken by a security
analyst to evaluate the file in a sandbox? (Choose two.) 

A. Inspect registry entries 

B. Inspect processes. 

C. Inspect file hash. 

D. Inspect file type. 

E. Inspect PE header. 
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Correct Answer: BC 

Reference: https://medium.com/@Flying_glasses/top-5-ways-to-detect-malicious-file-manually-d02744f7c43a 

 

QUESTION 9

What is a use of TCPdump? 

A. to analyze IP and other packets 

B. to view encrypted data fields 

C. to decode user credentials 

D. to change IP ports 

Correct Answer: A 

 

QUESTION 10

Refer to the exhibit. After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection
system. The attack exploited a vulnerability in a business critical, web-based application and violated its availability.
Which two migration techniques should the engineer recommend? (Choose two.) 

A. encapsulation 
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B. NOP sled technique 

C. address space randomization 

D. heap-based security 

E. data execution prevention 

Correct Answer: CE 

 

QUESTION 11

Which tool conducts memory analysis? 

A. MemDump 

B. Sysinternals Autoruns 

C. Volatility 

D. Memoryze 

Correct Answer: C 

Reference: https://resources.infosecinstitute.com/topic/memory-forensics-and-analysis-using-volatility/ 

 

QUESTION 12

An employee receives an email from a "trusted" person containing a hyperlink that is malvertising. The employee clicks
the link and the malware downloads. An information analyst observes an alert at the SIEM and engages the
cybersecurity team to conduct an analysis of this incident in accordance with the incident response plan. Which event
detail should be included in this root cause analysis? 

A. phishing email sent to the victim 

B. alarm raised by the SIEM 

C. information from the email header 

D. alert identified by the cybersecurity team 

Correct Answer: B 

 

QUESTION 13
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Refer to the exhibit. What is the IOC threat and URL in this STIX JSON snippet? 

A. malware; `http://x4z9arb.cn/4712/\\' 

B. malware; x4z9arb backdoor 

C. x4z9arb backdoor; http://x4z9arb.cn/4712/ 

D. malware; malware--162d917e-766f-4611-b5d6-652791454fca 

E. stix; `http://x4z9arb.cn/4712/\\' 

Correct Answer: D 

 

QUESTION 14

A security team detected an above-average amount of inbound tcp/135 connection attempts from unidentified senders.
The security team is responding based on their incident response playbook. Which two elements are part of the
eradication phase for this incident? (Choose two.) 

A. anti-malware software 

B. data and workload isolation 

C. centralized user management 

D. intrusion prevention system 

E. enterprise block listing solution 

Correct Answer: CD 

 

QUESTION 15
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Refer to the exhibit. Which element in this email is an indicator of attack? 

A. IP Address: 202.142.155.218 

B. content-Type: multipart/mixed 

C. attachment: "Card-Refund" 

D. subject: "Service Credit Card" 

Correct Answer: C 
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